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The Globe Primary Academy Mission Statement: Learning for life  

 

Writing and reviewing the e-safety policy 
 
The e-Safety Policy relates to other policies including those for ICT, bullying and for child protection. 
 
The school’s appointed e-Safety Coordinator is the ICT co-ordinator. 

 
Our e-Safety Policy has been written by the school, building on County and government guidance. It has 
been agreed by senior management and approved by governors. 
 
The e-Safety Policy was revised by: The Head of School 
 
The Information Risk Officer is: The Executive Headteacher/Head of School. 
 
It was written in September 2014 

 
The next review date is: July 2016 

 

 

‘Safeguarding children and young people in both the real and virtual world is everyone’s 

responsibility’ 
 

BECTA (British Educational Communications and Technology Agency) 2010 
 
Teaching and learning (to be read in conjunction with Appendix I). 
 
Why the Internet and digital communications are important 

 
• The Internet is an essential element in 21st century life for education, business and social 

interaction. The school has a duty to provide pupils with quality Internet access as part of their 
learning experience.  
 

• Internet use is an essential part of the curriculum and a necessary tool for staff and pupils.  

 
 
Internet use will enhance learning 

 
• The Globe Primary Academy’s Internet access is designed expressly for teacher and pupil use and 

includes filtering appropriate to the age of pupils.  
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• Pupils are taught what Internet use is acceptable and what is not and given clear objectives for 
Internet use.  
 

• Pupils are educated in the effective use of the Internet in research, including the skills of 
knowledge location, retrieval and evaluation  

• Pupils are shown how to publish and present information to a wider audience.  

• Pupils will be taught how to evaluate Internet content 

 
• The school teaches best practice in the use of Internet derived materials by staff and pupils to 

comply with copyright law.  

 
• Pupils are taught the importance of cross-checking information before accepting its accuracy.  

 
Pupils are taught to report unpleasant Internet content to their class teacher. The class teacher will 

share this information with the ICT Technician who will take appropriate action (see Managing Filtering). 

 
 
 

 
Managing Internet Access 

 
 

Information System Security 
 

• School ICT systems security is reviewed regularly.  
 

• Virus protection is updated regularly.  
 

• Security strategies are discussed with the Local Authority, contracted IT company and REAch2 
Academy Trust as necessary, via the ICT Technician.   

• Data security is constantly under review.  
 
 

E-mail 
• Pupils may only use approved e-mail accounts on the school system.  

 
• Pupils must immediately tell a teacher if they receive offensive e-mail.  

 
• In e-mail communication, pupils must not reveal their personal details or those of others, or 

arrange to meet anyone without specific permission.  
 

• Incoming e-mail should be treated as suspicious and attachments not opened unless the author is 
known.  
 

• The school does not encourage e-mail from pupils to external bodies unless the contact is well 
known.   

• The forwarding of chain letters is not permitted.  

 
Published content and the school web site 
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• Staff or pupil personal contact information will not generally be published. The contact details 
given online should be those of the school office.  

 

 
• The Executive Headteacher or Head of School will take overall editorial responsibility and ensure 

that content is accurate and appropriate. This is on occasion delegated to the person responsible 
for managing the web-site content e.g. news flash, term dates and newsletters.  

 

 

Publishing pupils’ images and work 
• Pupils’ full names will not be used anywhere on a school web site or other on-line space, particularly 

in association with photographs unless a signed agreement form from the parents or carers has 
been obtained.  
 

• Work can only be published with the permission of the pupil and parents/carers.  

 

• Pupil image file names will not refer to the pupil by name.  
 

• Parents are informed of the school policy on image taking and publishing, both on school and 
independent electronic repositories.  

 
 
Social networking and personal publishing 

• The school filters do not allow access to major social networking sites.  
 

• Pupils are advised never to give out personal details of any kind which may identify them, their 
friends or their location.  
 

• Pupils are taught about e-Safety as part of the Computing curriculum.  
 

• Pupils and parents are kept informed about the safe use of social network spaces outside school, 
which can bring a range of dangers for primary aged pupils.  
 

• Pupils are advised to use nicknames and avatars when using social networking sites.  
 

• Under-age social networking is discouraged, as many pupils are not of the permitted age e.g. Facebook. 
Ultimately this is parents’ responsibility.  
 
 
Managing filtering 
 

• The school manages its own filtering system in liaison with JSPC (or their agents) to ensure 
systems are in place to protect pupils.  
 

• If staff or pupils come across unsuitable on-line materials, the site must be reported to the e-
Safety Coordinator or the ICT Technician. They will report the site to JSPC, block the site using 
the school filtering system and log the incident in the school Safeguarding folder.  
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Managing video conferencing & webcam use 

 
• Video conferencing can take place using the educational broadband network to ensure quality of 

service and security.  
 

• Pupils must ask permission from the supervising teacher before making or answering a 
videoconference call.  
 

• Video conferencing and webcam use is carried out under supervision by a member of staff.  

 

Protecting personal data 
 

• Please see the school’s Freedom of Information and Data Protection Policy.  

 
 

Policy Decisions 
 
Authorising Internet access 
 
 

• All staff must read and sign The Globe Primary’s Staff Acceptable Use Agreement before using 
any school ICT resource.  
 

• The school will maintain a current record of all staff and pupils who are granted access to school 
ICT systems.  
 

• Parents and pupils will be asked to sign and return a consent form attached to the Acceptable Use 
Policy before their child is allowed unsupervised access to the internet.  
 
Any person not directly employed by the school will also be asked to sign an Acceptable Use Agreement 
before being allowed to access the internet from the school site. 
 
 
Assessing risks 
 

• The school will take all reasonable precautions to prevent access to inappropriate material. 
However, due to the international scale and linked nature of Internet content, it is not possible to 
guarantee that unsuitable material will never appear on a computer connected to the school 
network. Neither the school nor REAch2 Academy Trust can accept liability for any material 
accessed, or any consequences of Internet access.  
 

• The school will audit ICT use annually to establish if the e-safety policy is adequate and that the 
implementation of the e-safety policy is appropriate and effective. The school’s Information Risk 
Officer will carry out a risk assessment of the school’s policies and procedures to ensure the 
highest standards of safeguarding information are met.  
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Prevent Duty 

The Globe Primary Academy is fully committed to safeguarding and promoting the welfare of all its 

pupils. Every member of staff recognises that safeguarding against radicalisation and extremism is 

no different to safeguarding against any other vulnerability in today’s society. 

 

We protect children from the risk of radicalisation, for example by using filters on the internet to 

make sure they can’t access extremist and terrorist material, or by vetting visitors who come into 

school to work with pupils.  

 

Our Child Protection, Tackling Radicalisation and Extremism and e-Safety policies set out our 

beliefs, strategies and procedures to protect vulnerable individuals from being radicalised or 

exposed to extremist views, by identifying who they are and promptly providing them with support. 
 
Handling e-safety complaints 
 

• Complaints of Internet misuse will be dealt with by a senior member of staff.  
 

• Any complaint about staff misuse must be referred to the Executive Headteacher or Head of 

School.  
 

• Complaints of a child protection nature will be dealt with in accordance with school child protection 
procedures.  
 

• In the event of a complaint about mis-use, pupils and parents will be informed of the complaints 
procedure (see Complaints Policy and Procedures).  
 

• In the event of serious mis-use of e-mail or the internet, pupils and parents are informed that the 
terms of the Acceptable Use Policy have been broken, and access to accounts is withdrawn.  
 

• Help from the School Liaison Officer and Police Youth Crime Reduction Officer will be sought if 
the school deems it necessary.  
 
 

Community use of the Internet 
 

• Little Acorns, Governors and Friends of The Globe are given restricted access to the school’s ICT 
systems in order to access the internet to help them with their fund raising activities.  

• Occasional visitors to school will be issued with a Guest wifi password which does not allow 
complete access to download large files and restricts other internet access. 

 
E-safety and pupils 
 

• e-Safety rules will be displayed in the school’s ICT suite and will be referred to by teachers during 
ICT lessons.  
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• Pupils are informed that network and Internet use will be monitored and appropriately followed up.  
 

• A programme of training in e-Safety has been developed for FS, KS1 and KS2.  
 

• e-Safety should be embedded as part of teaching in learning throughout the school, especially 
before pupils use the internet as a research tool independently.  

 

Staff and the e-Safety policy 

 
• All staff (and student teachers) will sign the Acceptable Use Agreement and have access to the e-

safety policy.  
 

• Staff must be informed that network and Internet traffic can be monitored and traced to the 
individual user.  
 

• Staff that manage filtering systems or monitor ICT use will be supervised by senior management 
and work to clear procedures for reporting issues.  
 

• Staff will always use a child friendly safe search engine when accessing the web with pupils.  

 
Enlisting parents’ and carers’ support 

 
• Parents and carers will have access to the School e-Safety Policy via the school’s Web site.  

 
• An e-safety factsheet will be available for parents/carers via the school’s website.  

 
• The school will ask all new parents to sign the parent /pupil acceptable use agreement when they 

register their child with the school.  
 
 

Cyber-Bullying 
Bullying is known to take the form of cyber bullying such as sending malicious e-mails or text 
messages or phone calls. 
 
Other forms of cyber-bullying that are most common are:  

• Harassment – repeatedly sending offensive, rude and insulting messages  
 

• Denigration – distributing information about another that is derogatory or untrue through 
posting on social networks, e-mail or instant messaging or sending digitally altered photos of 
someone.  
 

• Trolling – posting inflammatory or off-topic messages in an online community with the primary 
intent of provoking an emotional response.   

• Impersonation – using a person’s online identity to send or post vicious or embarrassing 
material.   

• Outing or Trickery – sharing someone’s secrets or embarrassing information, or tricking 
someone into revealing secrets or embarrassing information and forwarding it to others.  
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• Cyber Stalking – repeatedly sending messages that include threats of harm or are highly 
intimidating that makes a person afraid for his/her safety.  

 

 

Cyber bullying has some characteristics that are different to traditional bullying: - 
 

• Anonymity – the bully cannot be identified and the victim is left wondering who the cyber bully 
is.   

• Accessibility – cyber bullying can take place any time of day or night.  
 

 

 

The Globe Procedures in the event of an incident of cyber-bullying 

 
Under no circumstances should bullying of any sort be tolerated. The teaching and non-teaching staff are 
to err on the side of caution. The following steps must be taken: 
 

• Be positive.  Inform the child that the incident will be reported to the school’s  

ICT Technician/ICT Co-ordinator, who will take the advice of the Executive Headteacher or Head 

of School.   
• All parties involved will be interviewed separately to try to establish if there are any other issues 

involved, the nature of the complaint, etc.   
• Where possible, the parents/carers of the pupils reporting the incident will be invited into school 

for discussion with the ICT Technician/ICT Co-ordinator.   
• The Assistant/Deputy Headteacher and/or the Executive Headteacher or Head of School needs to 

be informed at all stages and can be present if wished by any of the parties involved. If there is 
another incident the Assistant/Deputy Headteacher and/or the Executive Headteacher or Head 
of School will intervene and again talk to all the parents and children concerned.  
 

• Where the incident has happened on media outside of the school’s control, parents/carers of the 
child being cyber-bullied will be given an e-safety fact sheet which informs them of the 
organisations e.g. CEOP, that can help them deal with the situation outside of school. For example 
with an incident reported on Facebook or another social networking site that is accessed outside 
of the school’s ICT systems.  
 

• Where school equipment/ICT systems have been used to carry out the bullying, the pupil 
concerned will be reminded of the school’s Acceptable Use Agreement.   
As outlined previously in this policy, e-mail accounts/internet access can and will be withdrawn in 
cases of serious misconduct.   
 

• The situation will be monitored by the class teacher and the Assistant/Deputy Headteacher 
and/or the Executive Headteacher or Head of School.  
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Appendix I - Internet use - Possible teaching and learning activities 

 
Appendix II – Facebook Information Sheet for parents 

 

Appendix III – Useful sites to help with e-safety for parents 
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